GSW
Business Tunnel

Example LO2

Head Quarters
‘m HQ7 Server
2.8 192.168.1.161

Channel Port 10082

GSW Business Tunnel

Case:

Access to www.craigslist.com is blocked by the company proxy filter in
Headquarters. However, the company has some older office furniture for sale on
craigslist. The facilities manager wants to view the ad. He knows that the training
laptop on the company intranet in the guest relations building has access to the
internet and is running the GSW SSH Server.

The HQ7 (running the GSW Business Tunnel) creates a tunnel to the Guest
Relations Laptop (GRLT) which is running the GSW SSH Server and has access to
www.craigslist.com

craigslist www.craigslist.com

Tunnel Port 22

Channel Port 80

Guest Relations
Laptop (GRLT)
192.168.1.121

GSW SSH Server

NOTE: In this example,

www.craigslist.com is the blocked
website we want to access

HQ7 — GSW Business Tunnel Configuration

Tunnel Settings | SSH Host and
Enable this tnnel: 7 Authentication Settings
S5H Host info 1. Set Address of SSH
Name:  [BuestRelatons Lap Top Server Host.
Host: 192.168.1.21
Host fingerprint 1: | 2. Set Authentication
Host fingerprint 2: [ Requirements. In this
Port: [ || case, Authentication

consisted of: Logon

Authentication name and a password.

ogn: [ad |

Use publickey: [ |

Passnord: | oo \

Re-enter Password: ’m
[ssrspmissiog... |

— -
[
More details
Compressinievel: [ =]
rotocel:  [szany =]
Allow IPv6: r

Enaryption algoritm:  [ags 255 ~
Useproxy: [~

et |[ o]

HQ7 - Channel Configuration
Channel Settings |

Enable this channels

MName: | Guest Relations channel - GSW.com

Forwarding type:  |Local -
Local address: 127.0.0.1
locslport: [Toosz

Remote address: www.craigslist.com

Remote port: |30

s | o]

1. Select Local forwarding
type.

2. Set the loopback
address (127.0.0.1) as the
local address.

3. Choose available port
number to assign for local
port. We selected 10082.
4. Fill in the host address
of the blocked website as
the remote address.

5. Use 80 for the Remote
Port

GRLT — GSW SSH Server Configuration

Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH

Server, the setting is in the registry, as shown below.

X64 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

X86 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

a Georgia SoftWorks b (Default)

! & || Geargia Softiarks S3H Shield o

Geargia SoftWorks SSH Tunnel -

" : G;”[\;?;SHB ok > Tunne 24| bEnableLocalPortFarvarding
j 4 T ErabTeRermater o armar o

Parameters

REG_SZ (walue not set)
REG_DWWORD 000000001 (1)
| [IFL
S RErakl AN a0 RF TECIRN mANNNNNAN {1y

HQ7 - Browser Configuration

1. Open browser and enter URL http://127.0.0.1:10082

(from the channel configuration)
2. Browse www.craigslist.com

eseeQ

*Note: This example works as long as the links and objects on the website have

relative addresses
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