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CASE: Securely check/send email from anywhere that has internet access

NetGear N300 Router - Port Forwarding Configuration

Create a secure GSW Business Tunnel to a secure SSH Server and check/send email.
In this example you could be at a public Wi-Fi location, a hospital, airport, library,
coffee shop or at a corporate business partners site. You can use your Business
Tunnel to ensure a secure connection to a safe location to check/send email.

This example requires 2 channels to be used with one Tunnel.

Lion7 — GSW Business Tunnel Configuration

o e ==

SSH Host and Authentication Settings

1. Set Address of SSH Server Host. In
this case, the router is forwarded to
the SSH Server Host, so we use the
== | router IP Address

- 2. Set Authentication Requirements.
[ In this case, Authentication consisted
— of: Logon name and a password.

Your router may need to be configured to port forward to the computer at your
home, Thomas.
# Service Name External Start Port |External End Port

Internal Start Port Internal End Port|Internal IP address

GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration

Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

X64 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

Xx86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters
4. | Georgia SoftWorks
| Georgia SoftWorks SSH Shield
| Georgia SoftWorks SSH Tunnel
4., GSW_SSHD
Pararneters

28] (Default) REG_SZ {alug not st
BEC DWORD 1
4| bEnableLocalPortForwarding  REG_DWORD 000000001 (1)
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Lion7 — POP Channel Configuration )
1. Select forwarding type to

Channel Settings [ local.

2. Set the loopback address

(127.0.0.1) as the local

address.

3. Choose available port

——numberfor local port. We |
chose 10110.

| 4. The Remote-addressisthe |

address of the mail server.

5. The remote port 110.

Enabie this channeli [

Name:  [POP
Forwarding type: Local -
Local address:  [127.00.1,
Local port: !ﬁ‘i‘f
Remote address: [ mai.georgiasoftworks.com

Remote port: [ 110

Lion7 — SMTP Channel Configuration 1. Select forwarding type to

= local.
2. Use the loopback address as

the local address.

3. choose available local port.
We chose 10025.

4. Set the remote address of
the mail server. We entered
the IP address this time.

5. Set the remote port to 25.

Channel Settings

Enable s hannel: W

Name: [ sMTP
Forwarding type: Local A
localaddress:  [12700.1%
loalport:  [Go02s <
Remote sddress: [ 209.217.248.178
Remoteport:  [25

Your Name: Danid Sexton After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: david@georgiasafoerks. com below. (Requires network connection)
Server Information
Test Account Settings ...
Account Type: PoP3
il | Test Account Settings by cicking the Next button
[ Teomg maiserver [ 127.0.0.1 <— Settings by diding
Qutgoing mail server (SMTP): (127001 <_ Internet E-mail Settings @

- jon Information

Microsoft Outlook Example (on Lion7):

Change Account =)

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings

General | Outgoing Server | Connection | Advanced |

—
User Name: davidegeorgiaseftuerks.com

||| Server Port Numbers
Password: —

Incoming server (POP3> I | | Use Defaults
|| This server requires an encrypted connection (S5L)
Qutgoing server (SMTF):, 10025

Remember password

[T Reauire logon using Secure Password Authentication (SPA)

4 se the following type of engrypted connection: | None [=]
|| | Server Imeouts
short  ~ Long 1minute
Delivery

[V]Leave a copy of messages on the server
[C]Remove from server after | 14 days

[]Remove from server when deleted from Deleted Ttems'

Incoming <——
Outgoing

BT_0006_11152013




	Drawing1
	Page-1


