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CASE: Securely Remote Desktop to Work From Anywhere NetGear N300 Router - Port Forwarding Configuration
You are a traveling and want to Remote Desktop to your work computer. You can do . .
R g R X proy P Your router will need to be configured to port forward to the SSH Server
this from anywhere using the GSW Business Tunnel.
# Service Name External Start Port|External End Port Internal Start Port Internal End Port |Internal IP address
D1
GSW 8SH 22 22 22 22 192 168.1.124
Lion7 — GSW Business Tunnel Configuration
Tunnel Settings =)
4 S SSH Host and Authentication Thomas — GSW SSH Server Configuration
o Settings Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
NH ‘ [Roptathemss 1. Set Address of SSH Server Server, the setting is in the registry, as shown below.
e R TR A a— .
PR Host. In this case, the router X64 system:
Host fingerprnt 21 | is forwarded to the SSH HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters
ot [z Server Host, so we use the
ratenteaton router IP Address o SyBiEni: _
. — I HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters
Use pubickey: [~ 2. Set Authentication 4. | Georgia Softorks 28 Defaut) REG_SZ walue not set)
Possnord: [ ! Requirements. In this case, +- . Georgia Softworks SSH Shield -
» Georgia SoftWorks S5H Tunnel W
Re-enter Password: ’F Authentication COnSiSted Of: 3 GSW_SSHD bEnablelocalPartForwarding  REG_DW/ORD 00000001 (1)
r Logon name and a ! Barmmeters [ %8 ot e " een mwnRn tennnnnnnn
o password.
[
More details
Compressionlevel: |6 ¥
Protocol: SSH2 only hd
Alow IPve: [
Enarypten agorthm:  [agsss  v]
Useproxy: [ i
Lion7 — Remote Desktop Configuration From Lion7, Open Remote
o= ] Desktop (run mstsc from Start

%, Remote Desktop Connection |t | Orb)

| Remote Desktop
¢ Connection

Enter the address as shown using
the loopback address and the
local port number from the

] . Computer:,  127.0.0.1:13283 - " "
Channel settings 1L, Gl (Lol fomareling ps [l ot channel configuration

Lion7 — RDP Channel Configuration

Enable this channel:} 2 Username:  None specie

2. Set the loopback address B .
Nome: [Ropchamd (127.0.0.1) as the local address. Ve e et o o E TR Click Co‘nnect —enter your
Fowardngtype:  [oa =] . = credentials to log on

_— 3. Choose available port number to
Local address: 127.00.1 -

lodpots [ ———— assign for local port. We selected o ./ Show Qptions Help
Remote sddress: [Bris A 13389.
Remote port:  [3359 4. Fill in the remote address
5. The remote port is the RDP Port
Cancs I
number (3389) *Note* By using the GSW Business Tunnel, you can securely RDP without having to create
certificates
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